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Findings In Peer Group

Top Infections in Peer Group Top Open Ports in Peer Group
% Affected in Affects % Affected in Affects
Peer Group Company Peer Group Company
OpenCandy 16.3% — RTSP 16.3% —_
ProxyServices 14.3% — SMTP without STARTTLS 14.3% =
Gamarue 10.2% - FTP without AUTH TLS 12.2% -
Unidentified 10.2% = MQTT 12.2% =
mOyv 10.2% — Telnet 10.2% —
Vold 8.2% = PostgreSQL 8.2% =
Hiddad 6.1% — MS RDP 6.1% —
OfferCore 6.1% = Recursive DNS/tcp 6.1% =
Spam Bot 6.1% — AMQP 41% —
Xiny 6.1% = NetBIOS 41% =
Zeus 6.1% — ONC RPC 41% —
AMCleaner 41% — Recursive DNS 41% —
AgentSmith 41% — SMB 41% —
Airpush 41% — SNMP (Insecure Older [V2]) 41% —
ArrkiiSDK 41% — Erlang Port Mapper Daemon 2.0% —
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Top Vulnerabilities in Peer Group Top Unsupported Software in Peer Group

% Affected in Affects % Affected in Affects
Peer Group Company Peer Group Company
CVE-2026-24072 36.7% — Chrome 34.7% —
CVE-2026-28780 36.7% = OpenSSH 32.7% =
CVE-2026-29169 36.7% — Chrome Mobile 16.3% —
CVE-2026-33006 36.7% = Safari 16.3% =
CVE-2026-33857 36.7% — Edge 12.2% —
CVE-2026-34032 36.7% = MS IS 10.2% =
CVE-2026-34059 36.7% — nginx 10.2% —
CVE-2025-49812 34.7% — Android 8.2% —
CVE-2025-58098 34.7% — Chrome Mobile i0S 8.2% —
CVE-2026-29168 34.7% = Firefox 8.2% =
CVE-2026-33007 34.7% — PHP 41% —
CVE-2026-33523 34.7% = Android Browser 2.0% =
CVE-2024-42516 32.7% — Boa Webserver 2.0% —
CVE-2024-43204 32.7% = DropbearSSH 2.0% =
CVE-2024-47252 32.7% — MS Exchange Server 2.0% —
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Disclaimer

© 2026 BitSight Technologies, Inc. ("Bitsight”). All rights reserved. BITSIGHT ® is a registered trademark of Bitsight.

This report and all the data contained herein (the "Information”) is the proprietary information of Bitsight. Information is provided on an "as is" basis for an organization’s

internal use and informational purposes only, and does not constitute investment or financial advice, nor recommendations to purchase, sell, or hold particular securities, Bitsight
hereby disclaims any and all warranties whatsoever, including, but not limited to, any warranties of merchantability or fitness for a particular purpose with respect to the
Information. Bitsight shall not be responsible for any reliance or decisions made based upon Information, and to the extent permitted by law, shall not be liable for any direct,
indirect, incidental, consequential, special, or punitive damages associated therewith. Except as otherwise permitted in an applicable underlying agreement, this report may not be
reproduced in whole or part by any means of reproduction.
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