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of entities, we combine the power of Al with the curation of technical
researchers to unlock an unparalleled view of your organization. From the
furthest corners of the dark web to your own extended infrastructure,
Bitsight continuously measures security performance across infrastructure,
cloud environments, identities, and third- and fourth-party ecosystems.
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PUBLICLY DISCLOSED SECURITY INCIDENTS IN THE LAST 18 MONTHS

Security incidents are publicly disclosed events of unauthorized access, often involving data loss or theft. These events are graded based on several factors, including the number of data records
lost or exposed.

No incidents in the last 18 months

ADDITIONAL INFORMATION

Security Rating Overview

Bitsight takes a data-driven approach to addressing modern cyber risk, combining a
real-time understanding of the extended attack surface, exposures, and threats
with the business context needed to assess their significance and take action.
Leveraging over 10 years of experience collecting, attributing, and assessing assets
and vulnerabilities across millions of entities, we combine the power of Al with the
curation of technical researchers to unlock an unparalleled view of your
organization. From the furthest corners of the dark web to your own extended
infrastructure, Bitsight continuously measures security performance across
infrastructure, cloud environments, identities, and third- and fourth-party
ecosystems.

Bitsight rates companies on a scale of 250 to 900, with 250 being the lowest
measure of security performance and 900 being the highest. A portion of the upper
and lower edge of this range is currently reserved for future use. The effective
range as of this report's generation is 300-820.

Go to this web page to learn more about how Bitsight security ratings are
calculated.

This company report uses a Primary Rating.

In some cases, a company may designate one or more subsidiaries, business units
or locations as representative of the company's overall digital footprint, and exclude
others. In these cases, Bitsight identifies the rating for those companies in its
reports as a "Primary Rating," meaning that the company has undertaken this
optional step to curate its digital footprint.

Companies often use Primary Ratings to exclude parts of their digital infrastructure
that may not be useful in describing their cyber risk and resulting security posture.
As examples, Primary Ratings often exclude guest wireless networks, security test
environments, or networks used for customer hosting. Bitsight does not validate
Primary Ratings or whether the digital assets organizations exclude in creating
Primary Ratings are properly excluded, nor does it validate the predictive quality of
Primary Ratings. Go to this web page for more information about Primary Ratings.

Publicly Di 1 Security Ir

The Security Incidents risk vector involves a broad range of events related to the
unauthorized access of a company's data. Bitsight collects information from a large
number of verifiable sources such as news organizations and regulatory reports
obtained via Freedom of Information Act requests or local analogs. This risk vector
only impacts Bitsight Security Ratings if a confirmed incident occurs.

For more information about publicly disclosed security incidents and how Bitsight
ratings are calculated, please go here.
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Ratings Algorithm Update (RAU)

Bitsight periodically makes improvements to its ratings algorithm. These updates often include
new observation capabilities, enhancements to reflect the rapidly changing threat landscape,
and adjustments to further increase quality and correlation with business outcomes. Bitsight's
Rating and Methodology Governance Board governs these changes so that they adhere to
Bitsight's principles and policies. Bitsight also has a Policy Review Board which reviews and
arbitrates customer disputes associated with its ratings. More information about the Policy
Review Board and its cases can be found here. Additionally, Bitsight provides a preview of
ratings algorithm changes customers (and what the likely impact will be) well before they
affect the live ratings, inviting comments and feedback on these changes.

Partnership Footnote

Glass Lewis has partnered with Bitsight to include critical cybersecurity information with its
Proxy Paper research reports. The additional Bitsight content provides institutional investors
with key insights and analysis to assist with proxy voting, engagement, and investment
decision making. You can access the same information that investors are evaluating by
reviewing your company's Proxy Paper research report, which can be obtained by signing up
for the Glass Lewis Governance Hub platform. Through the Glass Lewis and Bitsight
partnership we also offer a Cybersecurity Risk Evaluation Solution for a deeper dive into your
cyber risk profile along with recommendations on investor communications about your
strategy.
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